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Abstract 
In Nigeria, pervasive insecurity, characterized by Boko Haram massacres, suicide bombings, Fulani herder genocides, abductions, and armed 
robberies, has led to massive loss of life and property. Traditional approaches like curfews, states of emergency, and military checkpoints have proven 
inadequate, primarily due to late emergency call responses caused by the inability to quickly identify dangerous zones. Utilizing a Design Science 
Research methodology, this study designs, develops, and evaluates the Security and Prompt Protection (SAPP) mobile application. SAPP is 
engineered to bridge these security gaps by enabling victims in perilous situations to instantly alert both loved ones and security agencies, while 
simultaneously providing their real-time geographical location for immediate, targeted assistance 
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1.0 Introduction 
Nigeria has been grappling with the significant security threat posed by Boko Haram, which opposes western education (Afzal, 2020; 
Adesoji, 2010). They've caused significant casualties and made international headlines with their abduction of 276 schoolgirls in 2014 
(Giovanni, 2014). Other security challenges in Nigeria include the Fulani herders' conflicts, kidnapping, bombings, and theft, with an 
alarming increase in kidnappings over the past decade (Nya, 2018; The Global Kidnapping Epidemic Index, 2022) and a high ranking 
in global terrorism (Afzal, 2020; Global Terrorism Index, 2018). This unrest has stymied economic and social progress (Adebakin, M. A. 
Raimi, 2012; Sheriff F. Folarin, 2014). Though countermeasures have been initiated, the security challenges persist. The rapid 
technological evolution, especially in mobile phones, offers a potential solution (Vijayakumar et al., 2017; Qureshi et al., 2021; 
Acheampong, 2021; Dah & Hussin, 2021). Other nations have adopted security apps, like "Go Safe" in India for women's safety (Varsha 
& Srikanth, 2017), or hardware-integrated solutions like the "Women Security Mobile App" (Miriyala et al., 2016). Given Nigeria's 
widespread smartphone usage and the absence of a prominent digital security solution, this ongoing study aims to develop a Safety 
Application (SAPP) to address Nigeria's security woes. The envisioned SAPP will also provide live monitoring for any situation, not just 
security threats. Howbeit, this article will specifically report on the design and development of as part of the Design Science research 
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method adopted in the overall study. The evaluation of the SAPP, which includes an empirical evaluation of its acceptance is yet to be 
carried out, hence it will be captured in this work. Thus, this study aims to achieve the following objectives. 
1) To design and develop a Safety Application (SAPP) tailored to Nigeria's unique security landscape. 
2) To leverage mobile technology for enhanced security and emergency response. 
3) To provide a comprehensive solution for real-time monitoring and alert in various emergency scenarios. 
 

Driven by the promise of mobile applications in addressing safety and security issues and recognizing the challenges Nigeria faces 
with security and the limited success of current countermeasures, this study aims to leverage smartphones for a digital solution. 
Considering the widespread smartphone usage in Nigeria and the absence of a notable security platform, this study proposes the 
development of a Safety Application (SAPP). This application won't just address security threats but will also offer live monitoring features 
for users in various contexts. The key contributions of this work include: 
  
1) To the best of our knowledge, this is one of the first applications developed to counter the insecurity situations embargoed by  the 
Nigerian populace. 
2) The proposed SAPP application renders real-time safety notifications and live location of troubled victims. 
3) The design of the proposed SAPP application ensures simplicity of usage and integrates eighteen possible security and emergency 
concerns. 
4) The general set-up of the proposed SAPP application will serve as a form of timely notification to friends, families and law enforcement 
agencies about unpleasant situations encountered by citizens or foreigners. 
  

The rest of this paper is stratified into four parts. Section 2 showcases the proposed methodology. Section 3 proffers and discusses 
the experimental results obtained. Finally, the study is concluded in section 4. 
 
 

2.0 Methodology 
 
2.1 Materials and Components 
The various facets harnessed for developing the proposed SAPP comprise of the software-based and hardware-based elements, 
encompassing various components such as the Android Studio IDE, google Firebase, emulators, mobile phones and GPS. 

 
A) Integrated development environment (ide) 
The Android Studio IDE is owned by Google Inc. (Singh, 2014). It's the official platform for building Android apps, automobile devices, 
Android OS laptops, and wearable gear like smartwatches and bands. Gradle-based build system, emulator, and code templates power 
Android Studio. For this study, the IDE supported Java (Ribeiro et al., 2021). Figure 1 shows android studio's IDE. 

 

 
   Figure 1. Android Studio Integerated Development Environment (IDE) 

 
B) Emulators  
Emulators mimic computer systems because they allow computer applications to run on their interfaces. Also, they help to play out and 
exhibit written code at any step in the development process (Singh, 2014; Yang et al., 2019). This study employed two emulators. First, 
Genymotion (S. Wu et al., 2018), which is an open-source Emulator for Windows and Mac OS mobile developers. The study also uses 
an SM-G973F Sam-sung Galaxy S10 hardware emulator. Figure 2 shows software-based and hardware-based emulators. 
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 Figure 2. (a) Genymotion software-based emulator (b) SM-G973F Samsung Galaxy S10 hardware-based emulator 
 

C) Firebase real-time database  
Databases are designed not only for storage but also for the organization, protection, and distribution of data (Moroney, 2017). This 
study employs Google's Firebase, a cloud-hosted, real-time database that facilitates instantaneous data sharing in JSON format 
(Khawas & Shah, 2018). The real-time feature of Firebase, combined with its open-source nature and its provision of free services for 
several projects, makes it an optimal choice for this research. 

 
D) Rationale for materials, tools, and methodology selection 
The chosen development tools and databases were open-source and easily accessible, ensuring cost-effectiveness. Android Studio 
was selected as the IDE for its robust features and compatibility with Firebase and Android (Singh, 2014; Ribeiro et al., 2021). Emulators 
like Genymotion and Samsung Galaxy S10 provided an effective testing platform (S. Wu et al., 2018; Yang et al., 2019). Firebase's real-
time capabilities and its seamless integration with Android made it an optimal choice (Khawas & Shah, 2018). The study utilized the 
Design Science Research (DSR) methodology to create and assess the SAPP, aiming to address security concerns effectively (Hevner 
et al., 2004). 

 
2.2 SAPP Workflow Process 

 

 
Figure 3. Proposed SAPP functionality 

 
Figure 3 illustrates the sequential operation of the proposed SAPP system. Upon launching, users encounter a login interface. If 

login details are valid, users access the home page; otherwise, they are returned to the login page. Unregistered users are directed to 



Dah, J., et.al., 2nd International Conference on Information Science, Technology, Management, Humanities, and Business, ITMAHuB), Hotel UiTM, Shah Alam, Malaysia, 26-27 Sep. 2023, E-BPJ, Jan, 9(S.I.18) 2024 (pp.29-38) 

 

32 

a registration page. The system checks registration details for accuracy, either confirming the registration or prompting corrections. Once 
successfully logged in or registered, users reach the SAPP homepage, where they can access various functionalities.  

 
• Add friends (emergency contacts that would be notified in times of danger)  
• Receive friend requests, send an emergency alert (notify emergency contacts of potential danger or request for help)  
• Receive emergency alerts (receive emergency notifications from contacts of potential danger or requests for help)  
• Track friends' live locations (monitor the live location of your emergency contacts to know their locations in real-time)  
• View security parameters 
 

2.3 Use Case of SAPP 
 

 
Figure 4. Proposed SAPP use case 

 
Figure 4 illustrates the used case of the proposed SAPP application. It contains three actors that can initiate, interfere with, or control 

the functions and operation of the SAPP. These parties are classified into two, they are;  
• Personal user(s)  
• Administrative user(s)  
Personal users of the App, intended for safety and security, can be categorized as either the "first user" (victim) or the "second user" 

(emergency respondent). The victim initiates distress alerts during threats, while the emergency respondent receives them. Roles can 
reverse based on the situation. Distress alerts also share the victim's live location, with options for sending texts and media. Multiple 
emergency contacts can be notified simultaneously. On the other hand, the administrative user manages the system's back-end 
activities. They don't engage in alerts but oversee all SAPP operations. They can be individuals or groups with tasks that encompass;  

• Manage registered users (view the number of registered users and their data)  
• Manage emergency data (view and monitor most frequent reported security concerns)  
• Monitor unauthorized activities (warn, delete and block users who abuse the services)  
• Manage user access credentials (reset user's password and retrieve login de-tails)  
• Maintain services (periodic maintenance to ensure app functions as appropriate)   
 

2.4 Layouts and UI Interfaces 
A) Home UI and layout  

 
Figure 5. (a) Emulated Home activity interface (b) Back-end code layout and design of home interface 
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The UI interface is simply the user interface of a system or device. Any interface that a user can interact with on a system to input or 
receive data is categorized under the user interface. A layout refers to the back-end set-up of how an interface would appear on a 
screen. There are different layout structure templates available on the Android Studio IDE. These Layout templates can be adopted 
directly or altered to fit the developer's design. 

Figure 5 shows the front-end user interface and the back-end code layout and de-sign of the home interface of the SAPP application. 
The Home interface is the first interface a user is shown upon signing into the SAPP. Again, returning to the application after a closedown 
or a pause, the user will be shown this home interface. 

 
B) Security UI and layout  
The following user interface is the security activity interface. The interface uses a scrollable layout view that enables users to scroll 
through from top to bottom. The security activity interface contains a list of security and emergency parameters. 

 

 
Figure 6. (a) Emulated security activity interface (b) Back-end code layout and design of security interface 

 
The back-end layout design of the security activity was developed to accommodate-date the security and emergency parameters. 

An image button with a flexible width was added to contain the individual security and emergency parameters. On the back-end of the 
layout design, two types of layout preamble were used: Linear layout and Relative layout. The front-end interface and back-end design 
layout inter-faces are showcased in Figure 6. 

 
C) Friends UI and layout  

 

 
Figure 7. (a) Emulated friends' activity interface (b) Back-end code layout and design of friends' interface 

 
The Friends user interface encompasses all the users' accepted friends and added friends on the SAPP. The back-end layout design 

on the android IDE that births the mobile UI for the friend's activity consist of an Android search widget that was added to enable the 
user to search for a friend on their friend lists. Figure 7 shows the emulated friend lists design layout and the back-end design and text 
mode development layout for the friend's activity fragment. 

 
2.5 The Dynamics of SAPP Operation  
The dynamics of the SAPP explain it’s behind the scenes operations, rendering an understanding of the inner workings of the SAPP. It 
shows how it harmonizes major development components such as the Google Firebase services, android studio XML for layouts and 
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UI, Java main object library, Google Maps-API services, and Android OS classes to enable the SAPP mobile application function 
flawlessly. 

 
A) Google Push Notifications and Security Alerts 

 

 
Figure 8. Firebase base acting as an intermediary between victim and recipient 

 
The SAPP uses Google Cloud Messaging Services (CMS) for its emergency parameters, enabling push notifications on Android 

devices. In an emergency, SAPP captures the user's current GPS location and the selected emergency parameter, sending this data to 
Google Firebase database. Firebase identifies the victim's friends list and promptly sends distress alerts to their devices, taking under 
two seconds. If these recipients are online, they receive a notification. Clicking on it opens an embedded Google map in SAPP, 
pinpointing the victim's location. This can also link to third-party apps like Google Maps for navigation to the emergency spot. Similarly, 
chat and media functionalities utilize Firebase, which acts as the central hub for all messaging and notifications, as depicted in Figure 
8. 

 
B) Emergency Flow Process in SAPP 

 

 
Figure 9. Proposed SAPP Flow of information 

 
When a victim has an emergency that requires assistance, he/she activates the specific security parameter. The selected emergency 

parameter goes through the fire-base databases, which forwards the emergency alert and the victim's GPS location. Figure 9 shows the 
flow of events on the proposed SAPP application. 
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3.0 Results and Discussion 
This section discusses the functionality and output of the various facets of the proposed SAPP application, involving features such as 
the initial user registration process, user interfaces (UI) and layouts, the security features, and the practical out-put of its utilization. 
Based on the SAPP design, any application user could perform three activity layouts: the home activity, security, and friend list 
functionalities. 

 
3.1 User Authentication 
The SAPP's user authentication integrates methods for signing in or up using the firebase database provided by Android Studio. Although 
Firebase offers various authentication processes, including Email, Phone number, Gmail, Pinterest, Twitter, and more, this study 
primarily utilizes Gmail and phone number. This choice is rooted in the ubiquity of phone numbers among mobile users and the 
prevalence of Gmail accounts, especially among Android users, given that Android OS is Google-owned. Moreover, statistics indicate 
that Gmail is the predominant email service, with a vast majority of users owning an account (Grevet et al., 2014; Khawas & Shah, 
2018). 

 

 
Figure 10. Proposed SAPP authentication options 

 
Upon launching the App, users first encounter the authentication activity. Figure 10 highlights the available authentication options 

via the firebase database, with only two selected methods activated. 
 

 
Figure 11. Home Interface of proposed SAPP 

 
SAPP requires internet connectivity. Due to Android OS policies, apps must seek user permissions to access the internet, ensuring 

no unexpected high data usage. SAPP will ask for this permission during installation, essential for its notifications and tracking features. 
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After successful sign-in, the home activity displays the user's contact details and name, as well as guidance through unassigned image 
buttons. These include navigation tips and brief SAPP insights, with one dedicated for admin support contact. Figure 11 provides a 
visual of this home activity. 

 
3.2 Security Activity  
The security activity page in the application showcases a list of security and emergency parameters. Each parameter is represented 
with a humanoid 3D image for clear understanding, and in cases where such images aren't suitable, 2D images or icons are used. 
Eighteen security concerns, including accidents, childbirth, fire, floods, theft, kidnapping, and terrorism, among others, are featured. 
Additionally, an "other emergencies" option is included for situations not specifically listed. The layout of this security interface is depicted 
in Figure 12. 

 
Figure 12. Security interface of proposed SAPP 

 
3.3 Sending and Reception Emergency Concerns 

 

 
Figure 13. Victim's distress call options and emergency respondent received notifications. 

 

 
Figure 14. Victims’ real-time location on emergency respondent's smart device 
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Under the security activity section is the list of security parameters (i.e., 13 security and emergency concerns). When a user finds 
himself/herself in a troubling situation, he/she can activate any of the parameters of concern by clicking on it. Immediately, the security 
concern is transferred to all the contacts saved on the friend list. Hence, all the friends on the victim's friend list receive a pop-up 
notification on their smart devices informing them of the registered plight of their friend. The display of the security concern options for 
the victim and the recipient's pop-up notification is shown in Figure 13.  

Upon clicking the pop-up notification, the emergency recipients can be navigated to the map activity, which shows the pinpoint 
location of their friend in trouble, as shown in Figure 14. After depicting the victim's location, the emergency contact could render the 
help he/she could or contact law enforcement agencies, depending on the situation.  

 
 

4.0 Conclusion  
In addressing Nigeria's significant security challenges, this study introduces the SAPP application, leveraging smartphone technology 
to enhance emergency response. SAPP's unique approach in providing real-time location data and alert mechanisms represents a shift 
from traditional security measures, emphasizing the potential of mobile technology in managing crises. 

Comparatively, SAPP's tailored solution for Nigeria's security landscape showcases its distinctiveness from similar applications, 
indicating its potential for broader societal impact in improving community safety and aiding crime prevention. However, SAPP's current 
reliance on smartphone accessibility and internet connectivity is a notable limitation. Future iterations of the app should consider offline 
functionalities and gesture-based controls for initiating alerts in high-risk situations, enhancing usability and effectiveness. 

Although it is an ongoing study, the research contributes significantly to the field of mobile security applications, with stakeholders 
ranging from emergency responders to the general public in Nigeria. These insights are invaluable, offering a framework for similar 
security challenges globally. To further refine SAPP and adapt it to user needs and security dynamics, empirical evaluations of its 
usability and effectiveness in real-world scenarios are recommended. Such studies will provide critical feedback, shaping future 
developments and ensuring the app's alignment with its intended purpose and user requirements. 
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