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Abstract 
Android devices are increasingly popular, and the number of threats to Android users is growing. This paper discusses Android malware detection 
using a deep learning classification approach. This study used malware analysis tools to analyse Android software, extract selected features, and 
compile the results into a CSV file. Subsequently, we analysed its use in CNN and RNN models for malware detection by measuring standard accuracy. 
In the development process, CNN outperforms RNN in detecting Android malware, achieving 96 per cent accuracy, whereas RNN achieves 75 per 
cent. 
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1.0 Introduction 
People are using smartphones more and more these days. Jay (2023) says that there were about 3.8 billion people who used mobile 
devices in 2021. In the next few years, this figure is likely to keep going up. According to a survey done by Statcounter Global Stats in 
2023, more than 72% of people who use mobile devices utilise Android. Khalil (2025) said that 300,000 new types of malware are made 
every day. This number indicates how quickly dangers are changing, which is a nightmare. It got a lot of attention from Android users, 
and about 560,000 new Android malware items were found, such as viruses, Trojans, ransomware, spyware, and adware (Chinnasamy, 
2025). Many factors may make the Android system more attractive to cyber attackers. Thus, Android must update and enhance its 
operating system by providing robust safeguards for its users. However, many users still use the older firmware version and do not 
update to the newest version. These issues create potential for security threats (Kushwaha et al., 2023). 

Android users face additional threats, as malware authors increasingly exploit vulnerabilities in Android devices to enable malicious 
behaviour. Furthermore, given the proliferation of mobile devices and their associated app stores, the volume of new applications is too 
large to manually examine each one for malicious behaviour. Once the victim downloads the application from an app store, the attacker 
may gain access via an infected application (Chia, 2017; Viennot & Nieh, 2014). Thus, malware detection is becoming increasingly 
complex. Many detection methods have been proposed in the past few decades (Tayyab et al., 2022). Malware detection studies utilising 
machine learning are increasingly popular because they are a successful strategy for achieving high detection accuracy (Mat, 2021). 
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Some researchers try to reveal the operators and procedures of Android malware. However, most detect it using traditional machine-
learning methods. Many ML algorithms have been used, like support vector machines (SVM) (Hyoil et al., 2020; Singh et al., 2022; 
Droos et al., 2022), K-nearest neighbour (KNN) (Baldini & Geneiatakis, 2019; Assegie, 2021), Bayesian estimation (Castillo-Zúñiga et 
al., 2020; Yilmaz et al., 2022), genetic algorithms (Yildiz & Dogru, 2019), etc., to build malware detection systems. Researchers use 
unsupervised learning methods when labelled data are unavailable; in this approach, the ML algorithm learns to distinguish between 
malware and benign samples. However, some studies have combined supervised and unsupervised learning methods (Arora, 2019). 

The most widely used detection technique is Deep Packet Inspection (DPI) (Ghosh & Senthilrajan, 2019), which distinguishes 
between benign programs and malware by analysing whether each network packet's payload contains sensitive information. This 
technique can effectively identify abnormal traffic, and many Network Intrusion Detection Systems (NIDS) have adopted it. However, 
this traditional technique not only requires continuous maintenance of detection rules but also requires payload content detection (Wu, 
2017), which often results in a high False Negative Rate (FNR) and threatens user privacy. 

To improve the accuracy of malware detection, Shiqi (2019) proposed a neural network-based method. The proposed neural network 
processes mixed data, including API method-call information and a list of permissions from an Android application. The results indicate 
an average accuracy of 93% and a false-positive rate of 3.3%. 

This paper aims to develop a deep learning classification model using features extracted from Android malware samples and to 
evaluate its accuracy in Android malware detection. Specifically, the objectives are to analyse the Android malware dataset, design and 
implement classification models based on Convolutional Neural Networks (CNN) and Recurrent Neural Networks (RNN), and evaluate 
their accuracy for Android malware detection. Moreover, the paper focuses on analysing the Android Malware family dataset and 
detecting malware within a deep learning framework. The remainder of the paper is structured as follows: Section 2 reviews related work 
on deep learning-based malware detection, and Section 3 explains the methodology. Section 4 discusses the results and findings, while 
Section 5 concludes the paper. 
 
 

2.0 Literature Review 
Iqubal et al. (2024) previously suggested a machine learning technique for identifying Android malware, emphasising app permissions 
to train models for app classification as benign or dangerous. To check how reliable these models are, they are trained and tested on a 
large dataset. The research looks at different machine learning algorithms to see which one is better at finding malware. It does this by 
looking at how accurate each one is. The study emphasises performance, efficiency, and scalability in Android security solutions. A 
Random Forest got 97.20% accuracy using NATICUSdroid data, which makes it a good choice for Android threat detection. 

Meanwhile, Wang et al. (2019) also propose a CNN-based system for detecting Android malware. In this study, the researchers 
used static analysis tools to extract 1003 static features. They transformed the features of each sample into a two-dimensional matrix 
as input to the CNN model. The experiment's outcomes demonstrate that the CNN achieves a detection accuracy of 99.68%. However, 
the researchers studied only some of the static properties in this experiment. 

Another study, conducted by Mbaziira et al. (2020), proposed a multi-layer DNN with a classifier (DL4J) to detect and predict the 
presence of Android malware. The study found that adding layers to the models improved malware detection rates. The results of this 
study show that DNN not only performs well in mobile malware detection but also outperforms other approaches. Organisations can 
deploy DNN in their computer networks to protect servers, computers, and cloud-hosted data. The problem with this approach is that 
the DNN did not eliminate the risk of malware entering the device. 

The following study is from Qiu et al. (2021). They had reviewed the literature on advances in deep learning-based Android malware 
detection. It gives readers a brief, in-depth summary that helps them comprehend the area. Instead of doing an empirical investigation 
like ours, they wrote a literature evaluation of several deep learning classifiers and future extraction methods. On the other hand, our 
study wants to compare different types of features and classifiers that researchers utilise on a standard benchmark. 

Finally, a study by Nicheporuk et al. (2020) has proposed a convolutional neural network mixed-data model-based approach to 
Android virus detection. This dataset comprises Android app permissions and API method calls. The approach represents API calls as 
vectors using Word2Vec, generating feature vectors for semantically comparable API requests. The method encodes each distinct 
permission as a binary feature indicating its presence or absence in the input sequence, yielding a set of permissions. 
 
 

3.0 Methodology 
The research process consisted of five phases: generating the Android dataset, analysing malware, visualising malware, training and 
validating the model, and evaluating model performance. Figure 1 shows the flowchart for the Android malware detection model. 
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Fig. 1: Android malware detection model flowchart 

 
3.1 Generation of Android Dataset 
This phase describes the process of generating Android datasets. The flow in this phase is to set up a secure environment on a physical 
machine and collect data comprising Android malware and benign software. 
 
3.1.1 Setup Secure Environment 
This project used a desktop with an Intel Core i9 CPU and an NVIDIA TURBO GPU as a platform for installing and downloading all 
necessary software. We installed VirtualBox 7.0, ran Windows 10 on it, and configured Flare VM to create a virtual machine for malware 
analysis. This safe, protected laboratory environment prevents dangerous malware from breaching the virtualised setup and infecting 
the underlying host machine. Figure 2 shows the setup for creating a secure environment topology. 
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Fig. 2: Secure environment topology 

 
3.1.2 Dataset Collection 
Evaluation of deep learning models requires a training dataset. Using a well-known dataset for training is advisable. However, the most 
significant challenge researchers face is the lack of a reliable dataset. This field currently lacks high-quality datasets. The dataset for 
this study was sourced from en.softonic.com and rawapk.com. This dataset comprised 500 unique benign and 500 unique malicious 
APK samples, for a total of 1000 samples. Figures 3 and 4 show samples of benign and malicious software. 
 

 
Fig. 3: Samples of benign software 

 

 
Fig. 4: Samples of malicious software 
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3.2 Malware Analysis 
During this phase, static analysis techniques identified and analysed suspicious files on endpoints and within networks. The procedure 
included data preprocessing. 
 
3.2.1 Data Preprocessing 
The process visualised malware binaries as grayscale images, revealing that images from the same malware family tend to look 
remarkably similar. This pattern holds for many different malware families, as new malware is often just an updated version of an existing 
type. Therefore, variants contain approximately the same amount of content and share a very similar visual presentation. The main idea 
is to transform each malware program into a grayscale image. Based on the previously collected features, the approach constructed an 
image descriptor to categorise malware using artificial intelligence methods. Figure 5 shows the conversion process of an Android 
program in APK format into a grayscale image. 
 

 
Fig. 5: Conversion process of APK into a grayscale image 

 
3.2.2 Feature Extraction 
An Android application package (APK) is a compressed archive that contains the application's classes: the dex file, the 
AndroidManifest.xml file, compressed resources, and libraries. The zip file's contents are not human-readable because the Java classes 
are compressed into a single Dalvik executable (.dex) file. Nevertheless, it is possible to reverse-engineer an APK file to extract the 
Java source code and associated files using various tools. Figure 6 shows that APKTool was used to extract the .dex and 
AndroidManifest.xml files from the APK. 
 

 
Fig. 6: Feature extraction of APK packages using APKTool 

 
The following process involved extracting the APK file’s hash. The hash values extracted were MD5, SHA1, and SHA256. Figure 7 

shows the hash value extracted from the HashMyFiles tool. These values were collected and exported to a Comma-Separated Values 
(CSV) file. Android application permissions offer apps access to the phone’s hardware and data, as well as the power to operate it. 
Permissions might be valid or dangerous. For instance, if an application requests permission to access sensitive data, such as the phone 
book or the camera, it may be malicious or at least suspicious. Therefore, permissions are significant indicators for detecting malicious 
programs and differentiating them from benign ones. 
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Fig. 7: Hash extraction from HashMyFiles 

 
Application permissions were extracted from the AndroidManifest.xml file and saved in a CSV file. Figure 8 displays the features 

selected in the .csv file. The extracted permissions are as follows:  
• android.permission.INTERNET 
• android.permission.ACCESS_NETWORK_STATE 
• android.permission.WRITE_EXTERNAL_STORAGE 
• android.permission.ACCESS_FINE_LOCATION 
 

 
Fig. 8: Selected features in .csv file 

 
3.3 Malware Visualisation 
The process represents the extracted features from the APK dataset as hexadecimal values. Thereafter, the process converted them to 
binary and then to grayscale. PyCharm was used in this study to convert the binary image to grayscale. The conversion ran in a for loop, 
and the process will be the same for all features. The Python code generated a grayscale image dataset containing both benign and 
malicious software. Figure 9 shows the sample dataset of grayscale images. The deep learning process will use the 1000 grayscale 
images in this dataset. The image will depict the binary representation of each bit derived from the original hexadecimal value. Due to 
variations in the features, each image has a distinctive quality. 
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Fig. 9: Benign grayscale image dataset 

 
3.4 Model Training and Validation 
This study constructed deep learning classification models using Convolutional Neural Network (CNN) and Recurrent Neural Network 
(RNN) architectures to train and validate Android feature extraction. Both the malicious and benign grayscale image datasets were 
randomly split into training (75%) and validation (25%) sets. We then evaluated the performance of the resulting Android malware-
detection model. 
 
3.4.1 CNN Scripting 
Figure 10 displays the training script used to train the APK's benign and malware grayscale images. It will train for the specified 
number of epochs to learn both image sets. 
 

 
Fig. 10: CNN training script 

 
Figure 11 shows the validating script used in this study. The validating script displayed the accuracy, precision, recall, F1 scores, 

and confusion matrix, and, lastly, a classification report detailing the training data. 
 

 
Fig. 11: CNN script validation 
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3.4.2 RNN Scripting 
The architecture of the RNN model, comprising many layers, is shown in Figure 12. In various situations, LSTM nodes include a 
droppable input connection. When input dropout is enabled, each LSTM block does not use input links in node activations or weight 
updates. As a result, the system saves only information that meets a specified probability threshold. 
 

 
Fig. 12: RNN training script 

 
The constructed RNN employed the Adam optimiser, as shown in Figure 13, because it adjusted the learning rate for each network 

weight. The number of epochs was 8, while the batch size was 32. 
 

 
Fig. 13: RNN validating script 

 
3.5 Model Performance Evaluation 
The purpose of model evaluation was to determine whether a model's performance corresponds to its objectives. As a result, the 
appropriate metrics fully assess the efficacy of the Android malware detection or classification model. Existing studies used the 
following evaluation metrics: accuracy, precision, recall, and F1 score. False Positives (FPs) are essential for an effective Android 
malware detector, given the above parameters. A high FP indicates the need for additional security professionals to filter out 
misclassified malicious software. The fundamental objective of an Android malware detector is to identify as many malicious apps as 
possible. A high false positive rate (FP) indicates ineffective malware detection, as it tends to miss most malware samples. 
Furthermore, if we fail to detect malware samples and distribute them as benign apps in Android app markets, they could potentially 
cause severe harm to end users. Often, a strong malware detector has a high F1 score. 
 
 

4.0 Results and Discussion 
This section analyses the results and discussion. 
 
4.1 Result and Analysis for CNN Architecture 
Figure 14 presents the confusion matrix results. The graph shows that the system correctly identified 99% of benign datasets as benign 
software. In this context, the term "true positive rate" applies. The number of benign datasets mistakenly detected as malicious software 
accounts for 1.2% of the false-positive rate. One could classify this type of event as a false alarm. False positive rate is the percentage 
of malware samples incorrectly recognised as benign software. It currently sits at 7.7%. The system correctly identifies 92% of malware 
samples as malicious. "True negative rate" is the phrase for this situation. 
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Fig. 14: Result of CNN confusion matrix 

 
Figure 15 displays the accuracy of each validated grayscale image. The green label above the image indicates that the dataset 

validation was successful, while the red colour indicates that the dataset was incorrectly categorised. 
 

 
Fig. 15: Accuracy value for every grayscale image 

 
4.2 Result and Analysis for RNN Architecture 
Figure 16 displays the confusion matrix graph. This validation set has an actual positive rate of greater than 35%. The negative rate is 
40%, showing that the system correctly identified the validation set as benign rather than classifying it as malware. The false-positive 
rate is less than 10%, which is favourable because the validation set is less likely to be misidentified or misclassified as malware, 
whereas the feature sample is benign. The false-negative rate is 16.5%, indicating that the validation set misclassifies malware features 
as benign. 
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Fig. 16: Result of RNN confusion matrix in a graph 

 
4.3 Comparison between CNN and RNN Models 
Table 1 shows that the CNN achieves 96.1% accuracy, whereas the RNN achieves only 75.5%. CNNs are highly effective at classifying 
both malicious and benign inputs. Limited memory bandwidth constrains RNNs, leading to less efficient use of neural network resources 
and lower accuracy than CNNs. 
 

Table 1. Comparison between CNN and RNN validation results 
Model (%) CNN RNN 

Accuracy 96 75.5 
Precision 96.1 81.6 
Recall 96 68.3 
F1-Score 95.9 74.3 

 
 

5.0 Conclusions 
The primary accomplishment of this project is the design, development, and evaluation of a deep learning system for detecting Android 
malware. The CNN and RNN models are used to train the Android feature. The dataset is created by extracting features from Android 
software, converting them to binary, and transforming them into a grayscale image in Python for use with a CNN. At the same time, the 
RNN only needs the features extracted in a CSV file. The features were trained in Spyder using a CNN model. This research achieved 
accuracy through training and validation. 75% of the combined grayscale images of benign and malicious software are allocated to 
training. 15% of the grayscale image collection is allocated for validation. The outcome is being observed and evaluated with respect to 
performance and accuracy for both models. The CNN model achieves 96% classification accuracy, whereas the RNN model achieves 
75%. Both results are compared and evaluated. The results show that CNNs are more accurate than RNNs at detecting Android 
malware. 
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Paper Contribution to the Related Field of Study 
The contribution of this study is to help malware researchers develop systems for detecting Android malware using a deep learning 
classification approach and to develop effective strategies to enhance system security. This study is also beneficial to future 
researchers as a reference or guideline for detecting well-known threats, such as Android malware, using a deep learning approach, 
as they need to keep up with the latest developments and trends in cybersecurity. 
 
 

References 
 



Mohd Fuzi, M.F., et.al.,11th International Conference on Science & Sosial Research, CSSR2023, Virtual Conference, 6-7 Nov 2023, E-BPJ 10(SI40), pp.83-94. 

 

93 

Arora, A., Peddoju, S.K., Chouhan, V., & Chaudhary, A. (2019). Hybrid Android malware detection by combining supervised and unsupervised learning. 24th Annual 
International Conference on Mobile Computing and Networking (MobiCom '18). Association for Computing Machinery. pp. 798–800. 
https://doi.org/10.1145/3241539.3267768. 
 
Assegie, T.A. (2021). An Optimised KNN Model for Signature-Based Malware Detection. International Journal of Computer Engineering in Research Trends (IJCERT). 
Vol. 8, Issue 02, pp. 46–49,  https://ijcert.org/ems/ijcert_papers/V8I206.pdf. 
 
Baldini, G., & Geneiatakis, D. (2019). A Performance Evaluation on Distance Measures in KNN for Mobile Malware Detection. 6th International Conference on Control, 
Decision, and Information Technologies (CoDIT). pp. 193–198. https://doi.org/10.1109/CoDIT.2019.8820510. 
 
Castillo-Zúñiga, I.; Luna-Rosas, F.; Rodríguez-Martínez, L.; Muñoz-Arteaga, J.; López-Veyna, J.; Rodríguez-Díaz, M.A. (2020). Internet Data Analysis Methodology for 
Cyberterrorism Vocabulary Detection, Combining Techniques of Big Data Analytics, NLP, and Semantic Web. International Journal on Semantic Web and Information 
Systems (IJSWIS). 16(1). 69–86. DOI: 10.4018/IJSWIS.2020010104. 
 
Chia, C., Choo, K.-K. &  Fehrenbacher, D. (2017). How Cyber-Savvy are Older Mobile Device Users? Mobile Security and Privacy. Advances, Challenges, and Future 
Research Directions. Pages 67–83. https://doi.org/10.1016/B978-0-12-804629-6.00004-3. 
 
Chinnasamy, V. (2025). 192 cybersecurity statistics for 2025. Indusface Blog. Retrieved August 20, 2025, from https://www.indusface.com/blog/key-cybersecurity-
statistics/ 
 
Droos, A., Al-Mahadeen, A., Al-Harasis, T., Al-Attar, R. & Ababneh, M. (2022). Android Malware Detection Using Machine Learning. 13th International Conference on 
Information and Communication Systems (ICICS). pp. 36–41. 
 
Ghosh, A., & Senthilrajan, A. (2019). Research on Packet Inspection Techniques. International Journal of Scientific & Technology Research. 8. 2068-2073. 
 
Hyoil, H., Lim, S., Suh, K., Park, S., Cho, S., & Park, M. (2020). Enhanced Android Malware Detection: An SVM-Based Machine Learning Approach. IEEE International 
Conference on Big Data and Smart Computing (BigComp). 75–81. http://dx.doi.org/10.1109/BigComp48618.2020.00-96. 
 
Iqubal, A., & Payal, A. (2024). Malware detection technique for Android devices using machine learning algorithms. 2024 International Conference on Computing, Sciences 
and Communications (ICCSC) (pp. 1–6). IEEE. https://doi.org/10.1109/ICCSC62048.2024.10830310 
 
Jay, A. (2023). Number of Smartphone and Mobile Phone Users Worldwide in 2020/2021: Demographics, Statistics, Predictions. FinancesOnline.  
https://financesonline.com/number-of-smartphone-users-worldwide. Accessed: 2023-Jan-11. 
 
Khalil, M. (2025). How Many Cyber Attacks Happen per Day in 2025? Accessed: August 20, 2025. [Online]. Available: https://deepstrike.io/blog/how-many-cyberattacks-
happen-every-day.  
 
Kushwaha, P. K., Kumar, V., Saraswat, M., Singh, P., Kumar, R., & Vashisht, S. (2023). Android malware detection and its security. 2023 6th International Conference 
on Contemporary Computing and Informatics (IC3I) (pp. 700–704). IEEE. https://doi.org/10.1109/IC3I59117.2023.10397640 
 
Mat, S.R.T., Ab Razak, M.F., Kahar, M.N.M., Arif, J.M., Mohamad, S. & Firdaus, A. (2021). Towards a Systematic Description of the Field Using Bibliometric Analysis: 
Malware Evolution. Scientometrics, 126, 2013–2055 https://doi.org/10.1007/s11192-020-03834-6. 
 
Mbaziira, A.V., Diaz-Gonzales, J. & Liu, M. (2020). Deep Learning in Detection of Mobile Malware. Journal of Computing Sciences in Colleges, vol. 36, no. 3, pp. 80–88. 
 
Nicheporuk, A., Savenko, O., Nicheporuk, A., & Nicheporuk, Y. (2020). An Android Malware Detection Method Based on CNN Mixed-data Model. EasyChair Preprint no. 
4345. https://easychair.org/publications/preprint/cpxr. 
 
Qiu, J., Zhang, J., Luo, W., Pan, L., Nepal, S., & Xiang, Y. (2021). A Survey of Android Malware Detection with Deep Neural Models. ACM Computing Surveys, 53(6), 1–
36. https://doi.org/10.1145/3417978. 
 
Shiqi, L. (2019). Android Malware Analysis and Detection Based on Attention-CNN-LSTM. Journal of Computers, 31–43. https://doi.org/10.17706/jcp.14.1.31-43. 
 
Singh, P., Borgohain, S. K. & Kumar, J. (2022). Performance Enhancement of SVM-based ML Malware Detection Model Using Data Preprocessing. 2nd International 
Conference on Emerging Frontiers in Electrical and Electronic Technologies (ICEFEET). pp. 1–4, doi: 10.1109/ICEFEET51821.2022.9848192. 
 
Statcounter Global Stats. (2023). Mobile Operating System Market Share Worldwide 2020. Statcounter Global Stats. https://gs.statcounter.com/os-market-
share/mobile/worldwide. Accessed: 2023-Jan-11. 
 
Tayyab, U., Khan, F. B., Durad, M. H., Khan, A., & Lee, Y. S. (2022). A Survey of the Recent Trends in Deep Learning Based Malware Detection. Journal of Cybersecurity 
and Privacy. 2. 800–829. 10.3390/jcp2040041. 
 
Viennot, N., Garcia, E. & Nieh, J. (2014). A Measurement Study of Google Play. 2014 ACM International Conference on Measurement and Modelling of Computer Systems 
(SIGMETRICS '14). 221–233. https://doi.org/10.1145/2591971.2592003. 
 
Wang, Z., Li, G., Chi, Y., Zhang, J., Yang, T., & Liu, Q. (2019). Android Malware Detection Based on Convolutional Neural Networks. 3rd International Conference on 
Computer Science and Application Engineering - CSAE 2019. https://doi.org/10.1145/3331453.3361306. 
 
Wu, S. (2017). Detecting Remote Access Trojans through External Control at Area Network Borders. ACM/IEEE Symposium on Architectures for Networking and 
Communications. 10.1109/ANCS.2017.27. 
 
Yildiz, O. & Dogru, I.A. (2019). Permission-based Android Malware Detection System using Feature Selection with Genetic Algorithm. International Journal of Software 
Engineering and Knowledge Engineering, Vol. 29, No. 02, pp. 245-262. https://doi.org/10.1142/S0218194019500116. 
 

https://doi.org/10.1145/3241539.3267768
https://doi.org/10.1109/CoDIT.2019.8820510
https://doi.org/10.1016/B978-0-12-804629-6.00004-3
https://www.indusface.com/blog/key-cybersecurity-statistics/
https://www.indusface.com/blog/key-cybersecurity-statistics/
http://dx.doi.org/10.1109/BigComp48618.2020.00-96
https://doi.org/10.1109/ICCSC62048.2024.10830310
https://doi.org/10.1007/s11192-020-03834-6
https://doi.org/10.1145/2591971.2592003
https://doi.org/10.1145/3331453.3361306


Mohd Fuzi, M.F., et.al.,11th International Conference on Science & Sosial Research, CSSR2023, Virtual Conference, 6-7 Nov 2023, E-BPJ 10(SI40), pp.83-94. 

 

94 

Yilmaz, A. B., Taspinar, Y. S., & Koklu, M. (2022). Classification of Malicious Android Applications Using Naive Bayes and Support Vector Machine Algorithms. International 
Journal of Intelligent Systems and Applications in Engineering, 10(2), 269–274. Retrieved from https://www.ijisae.org/index.php/IJISAE/article/view/2010. 
 

 
 


