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Abstract

Environmental monitoring systems detect anomalies but rarely explain them in ways that change human behavior. This research shows a fog computing
system with three levels. It uses an Isolation Forest to identify issues, and then a Llama 3.2 3B model to provide explanations. The system successfully
identified 97% of the true anomalies (precision of 0.97), found 60% of all anomalies (recall of 0.60), maintained a balance between precision and recall
(F1 of 0.74), and took only 10.43 milliseconds per anomaly. All processed offline on a local fog node with no cloud dependency.
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1.0 Introduction

Air quality, indoor temperature, and noise levels in densely packed city homes all affect people's daily lives. Do they open a window?
Leave the room? Or move their child somewhere else? Now, we can easily and cheaply measure these conditions using sensor
networks. However, having the measurement alone is usually not enough to make someone do something. A measurement of "PM2.5
= 145 pg/m® does not tell you what to do, and if you have not been taught to understand air quality, you will not likely turn that number
into a decision to protect yourself (Blackman & Hoffmann, 2025; Kureshi et al., 2023). This study is about the difference between knowing
something from sensors and then acting on it.

Recently, the use of cutting-edge technologies such as sensor-cloud for real-time data monitoring, processing, and analysis has
become common (Bhandari et al., 2020). Moreover, the way various Internet of Things (loT) systems are set up, with everything in the
cloud, makes this problem even harder. They cause delays, need a constant internet connection, and send your personal environmental
data to servers outside of your control. Many poorer areas of cities lack these things. However, 'fog computing' means doing the analysis
closer to the sensor itself (Kazem et al., 2025; Muneeb et al., 2021). More recently, smaller 'language models' have been developed
that can think and reason, and they can be used on ordinary computers without requiring specialized graphics cards (Lamaakal et al.,
2025; Jang & Morabito, 2025). The combination of these two advances - analyzing the 'fog' and the ability of these small language
models to work on normal devices - means we can create a new way of keeping track of the environment that works without the internet,
keeps your information private, and is easy for people to understand and respond to.

This paper examines whether this is actually possible with readily available equipment and whether the explanations it offers can
help people react. The goal is to create and test a system for the 'fog' (i.e., the local network) that combines finding unusual events
(without being told what to look for) with the device's language model reasoning. There are three specific aims: to build a system with
ESP32 sensors, an MQTT (Message Queuing Telemetry Transport) broker, and a laptop acting as the fog node; to find out how well it
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spots these unusual happenings in different situations (which we will create and put into the system), and to measure the delay and how
useful the locally produced explanations are to people.

1.1 Environment-behavior framing

At the Asia-Pacific Conference on Environment-Behavior Studies, information about the environment is seen as a means to change
things, not just to measure them. As a result, the Large Language Model (LLM) does not just point out something unusual. It makes it
easier to understand the dangers, which, according to the COM-B model (as Kureshi and others found in 2023, and Aini and others in
2024), is what you need before people will do anything to protect themselves. The technical side of this and how it affects people's
behavior are completely intertwined in this design.

2.0 Literature Review

2.1 Fog architectures for environmental observation

Kazem et al. (2025) believe observatories that use fog computing are better at continuing to operate when disconnected and at filtering
data as it is collected than systems that rely solely on the cloud. Muneeb et al. (2021) detail a fog system with multiple layers that spread
data analysis across devices, the fog layer, and the cloud. Al-Atawi (2024) found that hybrid loT and fog systems are 20-30% faster to
respond than if everything were done in the cloud. Stanko and colleagues (2024) have built an loT-fog platform for air quality that
displays the data, but does not do anything with its meaning; this paper aims to address that omission.

2.2 Anomaly detection at the fog layer

Liu, Ting, and Zhou (2008) introduced the Isolation Forest algorithm. This algorithm finds anomalies by randomly splitting the data rather
than trying to determine how dense the data is. Because it does not need much memory and trains quickly (in fact, in time that grows
with the number of items), it has become a common option when you do not have much in the way of computing resources. Binetti and
others in 2025 achieved up to 98% accuracy using it for environmental measurements, and Obidiagha and colleagues (also 2025)
combined it with explainable Al to produce loT intrusion warnings. A problem with the algorithm that people know about is that it is not
very good at spotting changes in only one aspect of the data when that data has many aspects. This weakness reappears in the findings
here, and we examine it in detail in section 5.

2.3 On-device language models

Smaller language models have substantially expanded what is possible on devices with limited power. Lamaakal and colleagues (2025)
have written about how very small language models are now running on phones and on boards inside appliances. Jang and Morabito
(2025) proposed a way to measure Performance against Cost, and they showed that inference at the edge (on the device) is better than
using large cloud language models when you are doing the same thing over and over. Zhang and others (2025) explain how to split a
model and have the pieces work together on the edge, while Nguyen and Nguyen (2025) and Olsson (2025) provide actual numbers on
how quickly Llama models run using Ollama on normal computers. So, the idea of using a laptop as a fog node' (a kind of in-between
step between the device and the cloud) is not a quick fix; it relies on a lot of emerging technology (Abdulkadhim & Repas, 2026).

2.4 Anomaly explanation and behavioral translation

It is unusual for just getting an odd statistical result to make people change what they do. Kureshi and colleagues (2023) used the COM-
B model in a study of indoor air quality. They showed that loT alerts, which are situation-specific, measurably change how much exposure
people have to something and how they reduce it. Aini et al. (2024) found that alerts grouped by risk level are much more likely to affect
someone's plans than basic humbers alone. Sharma and Mehta (2025) and Zou et al. (2025) both used LLMs (clever computer
programs) to turn these anomalies into explanations of what is actually causing the problem, in plain language, with high accuracy and
far fewer incorrect warnings. Alabbadi and Bajaber (2025) demonstrate that explainable Al methods applied to loT data streams
significantly improve the interpretability of intrusion detection outcomes. What this means for research into the link between environment
and behavior is direct: a good explanation is not just about making something look nice; it is about how a sensor's reading becomes a
signal that actually makes people behave differently.

2.5 Low-cost deployment context

Bainomugisha et al. (2023) describe the creation of extensive, low-cost air quality monitoring systems in cities where funding is tight and
offer a plan for doing the same in comparable places. Magableh et al. (2023) confirm that fairly simple, inexpensive microcontrollers
provide detailed enough readings to keep a very close watch on what is happening in the environment. All this means that the initial
'sensing' part of our research is comfortably within the capabilities of cheap, proven monitoring systems.

3.0 Methodology

3.1 System architecture
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The system is set up in three levels as shown in Fig. 1. The bottom level, for sensing, has an ESP32 WROOM-32D microcontroller on
a standard MB-102 breadboard. Because all the sensors together take about 500 mA, it is plugged into the wall. Four sensors are
connected to the ESP32: a DHT22 (for temperature and humidity) on GPI026, an MQ-135 for air quality on GPIO32, a DFR0034 analog
sound sensor on GPI033, and an MH-Z19C (a non-dispersive infrared CO, sensor) on GPI013 and 14, without automatic calibration.
The next level, the 'fog' layer, is on a Windows 11 laptop. It has 8 GB of computer memory (RAM) but no separate graphics card.
This laptop is running a Mosquitto MQTT broker on port 1883, a Python program that performs anomaly detection and generates plain-
language explanations, and Ollama, which is running the Llama 3.2 3B model on the laptop itself. The sensors send their readings to
MQTT 'topics' called ecosense/# every two seconds. Cloud storage was deliberately excluded; everything runs on the local network.

Three-Tier Fog Computing Archi e for loT A ly D

Tier 1: Perception Layer Tier 2: Fog Computing Layer Tier 3: Cloud Layer (Optional)

MQTT over WiFi
792 168 137.1:1883

MH-Z18C
CO: Sensor | GPIO 13/14

WiFi + MQTT

Topic: ecosenses | 2s interval YES

Cloud Storage
t Historical Backup
Temp + Humidiity | GPIO 26 Mosquitto MQTT Broker (Optional)
localhost:1883 7y
MQ{135
Air Quality|| GPIO 32 \
Offling-First
BEZE) Tl ‘ No Intemnet Required W
DFRD034 n_estimators=100 | contamination=0.1 A
[ Sound Levgl | GPIO 33 ] Trained on 20 baseline samples

¥

Llama 3.2 3B via Ollama
Offline | No Cloud

}' Ophonag Upload

roculte cou

Protocol: MQTT (QoS 0) | Sampling: 2s | Offline capable: Yes | LLM: On-device only

Fig. 1: Three-tier fog computing architecture for loT anomaly detection.
(Source: Authors)

3.2 Detection model

To find unusual things, we are using a method called Isolation Forest. Itis set to create 100 trees, treats 10% of the data as anomalies,
and uses 42 (random_state=42) so we get the same results each time. The system learns what is normal from the first 20 full sets of
sensor readings after it connects to the broker. These readings establish the typical conditions of the room where they were collected:
a closed bedroom on the second floor of a house in Sokcho, South Korea, in April 2026. During this learning phase, the room was
around 24°C, the humidity was between 67 and 70%, the air quality was 80 to 100, the noise levels were 0 to 20, and the carbon dioxide
was 3000 to 3500 parts per million.

3.3 Explanation model

If the Isolation Forest decides something is unusual (it is labeled as -1), the fog node contacts the Llama 3.2 3B model on the fog node
at http://localhost:11434/api/generate. The prompt it sends includes the strange sensor readings and what they normally should be, and
it requests a reply of just two sentences. The reply should identify which values differ from expectations and offer one idea for what to
do. Importantly, the system does not contact any cloud services at any time.

3.4 Experimental protocol

We created 50 instances in which we artificially forced specific problems across five different kinds of unusual situations: heat, carbon
dioxide, sounds, air quality, and a combination of many things changing at once. Each type of problem happened ten times. The amounts
of the changes we forced in were very clearly different from what the system normally expects. For example, heat events used
temperatures of 42—-48°C with humidity of 10-20%, while the multi-variable class combined 45°C, 10,000 ppm CO., AQ of 3,500, and
sound of 3,000. These artificially generated readings were sent to the same location as the actual sensor data so that the fog node
would handle them exactly the same way. The whole process lasted about 60 minutes, with a 40-second gap between each 'injection’
and 90 seconds for the system to settle after each type of problem. We saved all the readings, how unusual the system thought each
one was, how long it was taking, and the explanations from the LLM (a language model) into one CSV file. Importantly, we did not add
any fake readings or fill in gaps with calculated values at any point.

3.5 Evaluation metrics
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To see how well the system found the problems, we examined sections of the log. Each time something was actually injected
(happened), we looked at the 45 seconds before and after that time. If the system flagged anything as unusual within that timeframe,
we said it correctly identified the injection. We calculated precision, recall, and the F1 score for each specific problem type and for the
whole. For each time the system said something was an anomaly, we measured how long it took to detect it. For the LLM (the part
generating explanations), we only measured its response time for events that took over a second (1000 milliseconds) to explain, avoiding
times where it just gave an empty answer. The false positive rate was calculated from readings flagged as anomalous in windows where
no injection had occurred.

4.0 Findings

All 50 scheduled injections went perfectly. The fog node stayed connected and working throughout the process. How well it found things
(detecting anomalies) varied a lot depending on what kind of unusual activity it was looking for, and the response delays clustered into
two very distinct groups, which, actually, the system was built to do.

4.1 Detection performance by class
However, anomalies based on only one characteristic were not. When temperature, humidity, and air quality were disturbed
simultaneously during 'heat' events, the system found every single one. For the 'noise' and "air quality' types, which showed large
changes in one measurement but only one or two others, it correctly identified 80% and 60%, respectively. As for the CO, measurement,
which showed only a change in CO, with everything else remaining normal, the system found none of them in any of the 10 tests we
ran.

Table 1. Detection performance by anomaly class (n = 10 each).

Anomaly Class Detected /10 Precision Recall F1-score
Heat (T +H + AQ) 10 1.000 1.000 1.000
Noise (Sound) 8 1.000 0.800 0.889
Air Quality (AQ) 6 1.000 0.600 0.750
Multi-variable 6 1.000 0.600 0.750
COy, (single channel) 0 — 0.000 0.000
Overall (50 events) 30 0.968 0.600 0.741

(Source: Authors' experimental run, 2026-04-01)

Detection Performance by Anomaly Type
(Isolation Forest, n = 10 per type)

B Precision
-
100% 100% 100% 100% 100% 100% Recall
100 A F1-Score
89%
80%
801 75% 75%
) 60% 60%
o 601
L
o
U
"
404
20 1
0
Heat Noise AQ Multi CO:

Anomaly Type
Note: CO: class achieved 0% recall due to single-channel deviation in multivariate Isolation Forest.

Fig. 2: Detection performance by anomaly class — precision, recall, and F1-score across 50 controlled injection events.
(Source: Authors)

4.2 Score distribution

Looking at Figure 3, we can see the Isolation Forest 'decision scores' throughout the testing period. Typically, things working as they
should have scores from 0.02 to 0.10. Anomalies, when found, had scores slightly below zero, roughly between -0.04 and -0.001. The
two sets of scores are very close together - this is what you would expect when dealing with many details and few anomalies. Because
of this closeness, we had a 12.5% rate of incorrectly identifying normal data as an anomaly (one false alarm outside the times we
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injected data for every eight normal periods we checked). However, we were 96.8% sure we were right in our anomaly identification,
because everything we flagged as an anomaly during the times we injected the test anomalies was, in fact, a test anomaly.

Anomaly Score Distribution — Experiment Window
(2026-05-01 16:24 - 17:15, 50 Controlled Injection Events)

04

0.3 1

0.2 1

0.1 1

0.0

Normal readings (n=7148)
A Anomaly detected (n=53)
===+ Decision threshold (score = 0)

Isolation Forest Anomaly Score

53 anomaly events
{score < 0)

0 1000 2000 3000 4000 5000 6000 7000

Reading Index (Experiment Window Only)

Score Distribution Histogram
¥

s Normal
. Anomaly

-0.4

-0.3 -0.2 -01 0.0 01 0.2 03 04
Anomaly Score

Fig. 3: Anomaly score distribution during the experiment window. Detected anomalies (red triangles) sitimmediately below the decision threshold;

normal readings (green) cluster in the positive region.
(Source: Authors)

4.3 Latency
System Latency Analysis — On-Device Fog Node
Pipeline Latency Breakdown Detection vs LLM Latency
(Average per anomaly event) (Log Scale Comparison)
100,000 ms
20000 4 17,716.81 ms
17,716.81 ms 17,727.24 ms
17500 4 10,000 ms
2
15000 1 S
@
) g 1,000 ms 1
_E' 12500 1
z A
§ 10000 1 £
s > 100 ms 1
<
7500 4 g
10.43 ms
v 10 ms
25001 LLM is 1699x slower than detection
Trage-off: speed vs. explainatility
10.43 ms
0 v 1ms
Detection LLM Explanation Total Detection LLM Explanation
(Isolation Forest) (Lama 3.2 38) Pipeline (Isolation Forest) (Uama 3.2 38)

Fig. 4: Pipeline latency — Isolation Forest detection vs. on-device Llama 3.2 3B explanation, average per anomaly event.

(Source: Authors)
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On average, it took 10.43 milliseconds to identify something as unusual across all the data we looked at. Getting an explanation of this
unusual data from the LLM (and doing this on just the CPU) averaged 17,716.81 milliseconds, or about 17.7 seconds. From the moment
something is flagged as an anomaly to the time you get the whole picture, the process takes 17,727.24 milliseconds (see Figure 4).
Detecting the problem accounts for only 0.06% of that total time; the LLM explanation accounts for 99.94%. That is a ratio of roughly
1,699 to 1.

4.4 Sample explanation output

Looking at Figure 5, we can see a typical example of a heat-related problem. When Llama 3.2 3B got the strange values (a temperature
of 46.14 °C, 14.49% humidity, an air quality of 230, and 3,200 ppm of CO,), and the usual normal values for comparison, it said this:
"The anomaly found has a temperature of 46 °C that is far too hot and a humidity of 14% which is very low, and the air quality is high,
meaning there could be a heat issue in a specific spot or something broken with the equipment. What to do: Leave the area at once and
make sure the air is moving to avoid illness from the heat." The explanation is right about what is different from normal and gives a
sensible two-sentence instruction for what to do about it.

Sample System Output — Anomaly Event (Heat Type)

Sensor Input (] Llama 3.2 3B Response
. ° . o "The detected anomaly shows critically
;empgrgu‘lre. 4?},129 Sé "fﬂgma‘i. 1%3%&% - high temperature 846‘0) and dan_%:erously
rpt d 3 mLL: a low humidity (14%), combined with elevated
Air Quality: 230 [Normal: ©-200] A MaTT air quality index — indicating a possible
ggg?d' %8200 o ['E?r;g‘?‘l' 4865‘;3%0] A‘/ i localized heat event or equipment failure.

ded Action: E the area
immediately and ensure ventilation to
prevent heat-related health risks."

@ Isolation Forest Detection

Anomaly Score: -9.8036 | Detection Latency: 21.58 ms

Status: ANOMALY A LLM Latency: 17,014 ms | Model: llama3.2:3b via Ollama

Fog Node: localhost | Broker: Mosquitto 1883 | Offline: v | Cloud dependency: None
Total Pipeline Latency: 17,035.58 ms | Logged to: results.csv | Timestamp: 2026-05-01 15:43:43

\ J

Fig. 5: Sample system output for a heat-class anomaly — sensor input, Isolation Forest decision, and Llama 3.2 3B response.
(Source: Authors)

5.0 Discussion

5.1 Why were single-channel anomalies missed

The CO, measurement is the most important thing we learned from the experiment. Isolation Forest figures out how unusual something
is by seeing how you can 'pick it out' by randomly breaking down the full range of the input (all its different aspects). If just one of seven
measurements is different from the normal six, the average 'route' to isolate it gets pulled towards the typical spread of the training data,
and it is still judged to be a usual value. In fact, 10,000 ppm of CO, with perfectly normal temperature, humidity, air quality, and sound
is, statistically, more like the average of what the system was trained on (looking at all the factors together) than a reading where three
or four measurements have all changed at the same time. This matches what Liu and others found in 2008 across many dimensions
and shows a problem that people using multiple-factor alarms should expect. This is not a problem with how we built the system; it is a
result of using a single multiple-factor alarm for many different kinds of unusual events. As discussed in section 6, the best solution is to
run a parallel set of per-channel detectors alongside the multiple-factor one.

5.2 Latency, GPU absence, and the behavioral argument

17.7 seconds is indeed quite slow for something you would expect to respond to immediately, but it is acceptable for what this is being
used for. Unusual happenings in a home are not things that need to be addressed in a split second; they are situations a person needs
to understand so they can address them. For the resident receiving the alert, a 17-second wait is operationally acceptable — the system
trades explanation speed for complete offline operation, zero cloud cost, and full data sovereignty. According to Nguyen and Nguyen's
2025 research, the delay would be roughly 10 times shorter on a "fog node" with even a fairly basic graphics card.

5.3 The behavioral translation layer
What this system fundamentally says is that having a LLM at the 'fog' level is not an optional extra, but a way to change what people
do. We have two strong sets of findings to support this. The explanations the LLM gives make sense, relate to the specific things going
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wrong, and finish with a clear action to take - this is precisely the sort of structure Kureshi and colleagues (2023) say is needed to give
someone the 'motivation’ part of the COM-B model. Also, the explanations do not let the person using the system figure out the basic
numbers themselves, and, as Blackman and Hoffmann (2025) point out, having to do so actually reduces their likelihood of avoiding a
problem.

5.4 Implications beyond the current research

This research has three consequences that go beyond this particular investigation. City planners building "smart" cities should judge an
"intelligent edge" not simply by how accurately it identifies things, but by whether people can understand what the system is telling them.
This is not a theoretical consideration: a home will not benefit from a system only providing a number for air quality if the people in the
house cannot understand that number. In situations where privacy is important (schools, doctors' offices, or buildings for those with
limited incomes), the system we have shown, working without needing to be connected to the internet, gets around a major problem
with systems that rely on the cloud for their monitoring, and will actually cost nothing to keep running. Finally, for researchers working
with the Internet of Things, the fact that a detector looking for many things at once will miss a single, very obvious thing changes how
we think about installing such systems. The best detector is not necessarily the most complicated; it is the one that will not fail to find
the specific types of issues the system is meant to identify.

6.0 Conclusion & Recommendations

The study showed a complete offline fog computing system with three levels. It used Isolation Forest to find anomalies, then Llama 3.2
3B on the device itself to explain what was going on, all on a single laptop with 8 GB of RAM. It was tested with 50 specific instances
where issues were deliberately added to the system. The system correctly identified 97% of the time and had an F1 score of 74%.

Three limitations apply. The experiment ran in a single room for approximately one hour, limiting generalisability. The smartphone
pressure and light channels were inactive, leaving two zero-padded feature dimensions that likely tightened the decision boundary. No
human participants evaluated the LLM explanations, so the behavioral claim remains theoretically grounded rather than empirically
verified.

The researchers suggest three things. First, they recommend combining checking each data stream individually with the Isolation
Forest. A simple statistical check for each channel would catch problems with CO,, levels, while still letting the Isolation Forest do its job
of finding anomalies when multiple streams of data change together. Second, they suggest speeding up the LLM processing on the fog
computing device with a graphics card, which would make getting the explanation about ten times faster without changing the basic way
the system is built. Third, a later study should test with actual users to see if the LLM's explanations do make people do things differently.
That is the definitive test that the current work has not yet done.
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Paper Contribution to the Related Field of Study

This paper contributes to environment-behavior research by showing that a language model's reasoning ability, running directly on the
device itself, can bridge the gap between noticing something in the environment and taking action to be safe, without requiring sending
information to the cloud. Also, we have found that standard systems that look for multiple unusual readings across many sensors often
do not detect when a single sensor shows a highly abnormal value. This tells people designing 'Internet of Things' systems that they
should choose their alert systems based on what anomaly types they expect to encounter. The complete pipeline from sensor to MQTT
broker, to the detection system, to the language model, and finally to the saved explanation of what happened.
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